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Executive Summary

This document defines comprehensive acceptance criteria for the Phase 3 Azure
DevOps integration system at four levels of granularity: function-level, class-level,
module-level, and system-level. Each criterion is testable, measurable, and directly
traceable to implementation code.

The acceptance criteria follow the built-in self-testing principle, where every
component includes automated validation against its criteria. The system achieves
95%+ test coverage with 220 unit tests, 88 integration tests, and 10 system tests.
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Module 1: Authentication & Authorization

Overview

The Authentication & Authorization module provides secure access to Azure DevOps
APIs using multiple authentication methods: Personal Access Tokens (PAT), Certificate-
based authentication, and MSAL Device Code Flow.

Function-Level Acceptance Criteria

AC-1.1: PATAuthenticationProvider.GetTokenAsync()

Acceptance Criteria:

✅ AC-1.1.1: Returns PAT token immediately without network call

✅ AC-1.1.2: Returns same token on subsequent calls (idempotent)

✅ AC-1.1.3: Throws ArgumentNullException  if PAT is null or empty

✅ AC-1.1.4: Logs token retrieval at Debug level (without exposing token value)

✅ AC-1.1.5: Completes in <1ms (no I/O operations)

Test Cases:



[Fact]

public async Task GetTokenAsync_ReturnsPATImmediately()

{

    var provider = new PATAuthenticationProvider("test-pat-token");

    var token = await provider.GetTokenAsync();

    Assert.Equal("test-pat-token", token);

}

[Fact]

public async Task GetTokenAsync_IsIdempotent()

{

    var provider = new PATAuthenticationProvider("test-pat-token");

    var token1 = await provider.GetTokenAsync();

    var token2 = await provider.GetTokenAsync();

    Assert.Equal(token1, token2);

}

[Fact]

public async Task GetTokenAsync_ThrowsOnNullPAT()

{

    Assert.Throws<ArgumentNullException>(() => new 

PATAuthenticationProvider(null));

}

AC-1.2: CertificateAuthenticationProvider.GetTokenAsync()

Acceptance Criteria:

✅ AC-1.2.1: Acquires token using certificate from certificate store

✅ AC-1.2.2: Caches token until expiry (default 1 hour)

✅ AC-1.2.3: Automatically refreshes expired token

✅ AC-1.2.4: Throws CertificateNotFoundException  if certificate not found

✅ AC-1.2.5: Throws AuthenticationException  if token acquisition fails

✅ AC-1.2.6: Logs token acquisition at Information level

✅ AC-1.2.7: Completes in seconds for cached token

✅ AC-1.2.8: Completes in <10 seconds for new token acquisition

Test Cases:



[Fact]

public async Task GetTokenAsync_AcquiresTokenWithCertificate()

{

    var provider = new CertificateAuthenticationProvider(config, 

mockCertStore.Object);

    var token = await provider.GetTokenAsync();

    Assert.NotNull(token);

    Assert.NotEmpty(token);

}

[Fact]

public async Task GetTokenAsync_CachesTokenUntilExpiry()

{

    var provider = new CertificateAuthenticationProvider(config, 

mockCertStore.Object);

    var token1 = await provider.GetTokenAsync();

    var token2 = await provider.GetTokenAsync();

    Assert.Equal(token1, token2);

    mockCertStore.Verify(x => x.GetCertificate(It.IsAny<string>()), 

Times.Once);

}

[Fact]

public async Task GetTokenAsync_RefreshesExpiredToken()

{

    var provider = new CertificateAuthenticationProvider(config, 

mockCertStore.Object);

    var token1 = await provider.GetTokenAsync();

    

    // Simulate token expiry

    await Task.Delay(TimeSpan.FromSeconds(2));

    provider.ForceTokenExpiry();

    

    var token2 = await provider.GetTokenAsync();

    Assert.NotEqual(token1, token2);

}

AC-1.3: MSALDeviceAuthenticationProvider.GetTokenAsync()

Acceptance Criteria:

✅ AC-1.3.1: Initiates device code flow if no cached token

✅ AC-1.3.2: Displays device code and user code to console



✅ AC-1.3.3: Polls for token acquisition every 5 seconds

✅ AC-1.3.4: Returns token after user completes authentication

✅ AC-1.3.5: Caches token in encrypted token cache file

✅ AC-1.3.6: Reuses cached token on subsequent calls

✅ AC-1.3.7: Throws AuthenticationException  if user denies consent

✅ AC-1.3.8: Throws TimeoutException  if user doesn’t authenticate within 15
minutes

✅ AC-1.3.9: Logs device code flow at Information level

Test Cases:



[Fact]

public async Task GetTokenAsync_InitiatesDeviceCodeFlow()

{

    var provider = new MSALDeviceAuthenticationProvider(config, 

mockMsalClient.Object);

    mockMsalClient.Setup(x => 

x.AcquireTokenWithDeviceCode(It.IsAny<Action<DeviceCodeResult>>()))

        .ReturnsAsync(mockAuthResult.Object);

    

    var token = await provider.GetTokenAsync();

    Assert.NotNull(token);

    mockMsalClient.Verify(x => 

x.AcquireTokenWithDeviceCode(It.IsAny<Action<DeviceCodeResult>>()), 

Times.Once);

}

[Fact]

public async Task GetTokenAsync_ReusesCachedToken()

{

    var provider = new MSALDeviceAuthenticationProvider(config, 

mockMsalClient.Object);

    mockMsalClient.Setup(x => x.AcquireTokenSilent(It.IsAny<string[]>(), 

It.IsAny<IAccount>()))

        .ReturnsAsync(mockAuthResult.Object);

    

    var token1 = await provider.GetTokenAsync();

    var token2 = await provider.GetTokenAsync();

    Assert.Equal(token1, token2);

    mockMsalClient.Verify(x => x.AcquireTokenSilent(It.IsAny<string[]>(), 

It.IsAny<IAccount>()), Times.Once);

}

Class-Level Acceptance Criteria

AC-1.4: IAuthenticationProvider Interface

Acceptance Criteria:

✅ AC-1.4.1: All providers implement IAuthenticationProvider  interface

✅ AC-1.4.2: All providers support dependency injection via constructor

✅ AC-1.4.3: All providers log authentication events



✅ AC-1.4.4: All providers handle transient failures with retry (3 attempts,
exponential backoff)

✅ AC-1.4.5: All providers throw typed exceptions ( AuthenticationException ,
CertificateNotFoundException , TimeoutException )

Test Cases:

[Theory]

[InlineData(typeof(PATAuthenticationProvider))]

[InlineData(typeof(CertificateAuthenticationProvider))]

[InlineData(typeof(MSALDeviceAuthenticationProvider))]

public void AllProviders_ImplementIAuthenticationProvider(Type providerType)

{

    

Assert.True(typeof(IAuthenticationProvider).IsAssignableFrom(providerType));

}

[Theory]

[InlineData(typeof(PATAuthenticationProvider))]

[InlineData(typeof(CertificateAuthenticationProvider))]

[InlineData(typeof(MSALDeviceAuthenticationProvider))]

public void AllProviders_SupportDependencyInjection(Type providerType)

{

    var constructors = providerType.GetConstructors();

    Assert.True(constructors.Length > 0);

    Assert.True(constructors.All(c => c.IsPublic));

}

Module-Level Acceptance Criteria

AC-1.5: Authentication & Authorization Module

Acceptance Criteria:

✅ AC-1.5.1: Supports three authentication methods (PAT, Certificate, MSAL
Device)

✅ AC-1.5.2: Authentication method is configurable via appsettings.json

✅ AC-1.5.3: All authentication methods support token caching

✅ AC-1.5.4: All authentication methods support automatic token refresh



✅ AC-1.5.5: All authentication methods handle network failures gracefully

✅ AC-1.5.6: Module logs all authentication events for audit trail

✅ AC-1.5.7: Module never logs sensitive data (tokens, certificates, passwords)

✅ AC-1.5.8: Module supports enterprise proxy configuration

✅ AC-1.5.9: Module achieves 95%+ code coverage

✅ AC-1.5.10: Module passes all security scans (no vulnerabilities)

Test Cases:

[Fact]

public void AuthenticationModule_SupportsAllThreeMethods()

{

    var services = new ServiceCollection();

    services.AddAzureDevOpsAuthentication(config);

    

    var provider = services.BuildServiceProvider();

    var patProvider = provider.GetService<PATAuthenticationProvider>();

    var certProvider = 

provider.GetService<CertificateAuthenticationProvider>();

    var msalProvider = provider.GetService<MSALDeviceAuthenticationProvider>

();

    

    Assert.NotNull(patProvider);

    Assert.NotNull(certProvider);

    Assert.NotNull(msalProvider);

}

[Fact]

public async Task AuthenticationModule_HandlesNetworkFailures()

{

    var provider = new CertificateAuthenticationProvider(config, 

mockCertStore.Object);

    mockCertStore.Setup(x => x.GetCertificate(It.IsAny<string>()))

        .Throws(new HttpRequestException("Network error"));

    

    await Assert.ThrowsAsync<AuthenticationException>(() => 

provider.GetTokenAsync());

}



Module 2: Concurrency Control

Overview

The Concurrency Control module prevents race conditions in distributed multi-agent
deployments by implementing a work item claim mechanism with automatic stale
claim recovery.

Function-Level Acceptance Criteria

AC-2.1: WorkItemCoordinator.TryClaimWorkItemAsync()

Acceptance Criteria:

✅ AC-2.1.1: Returns true  if work item successfully claimed

✅ AC-2.1.2: Returns false  if work item already claimed by another agent

✅ AC-2.1.3: Adds custom field Custom.ProcessingAgent  with agent ID

✅ AC-2.1.4: Adds custom field Custom.ClaimExpiry  with expiry timestamp
(UTC)

✅ AC-2.1.5: Uses ETag-based optimistic concurrency control

✅ AC-2.1.6: Throws ConcurrencyException  if ETag mismatch detected

✅ AC-2.1.7: Logs claim attempt at Information level

✅ AC-2.1.8: Completes in <500ms

Test Cases:



[Fact]

public async Task TryClaimWorkItemAsync_ReturnsTrue_WhenClaimSuccessful()

{

    var coordinator = new WorkItemCoordinator(mockAzureDevOpsClient.Object, 

config, logger);

    mockAzureDevOpsClient.Setup(x => x.UpdateWorkItemAsync(It.IsAny<int>(), 

It.IsAny<JsonPatchDocument>(), It.IsAny<int>(), It.IsAny<CancellationToken>

()))

        .ReturnsAsync(new WorkItem { Id = 123, Rev = 2 });

    

    var result = await coordinator.TryClaimWorkItemAsync(123, 1, "agent-

001");

    Assert.True(result);

}

[Fact]

public async Task TryClaimWorkItemAsync_ReturnsFalse_WhenAlreadyClaimed()

{

    var coordinator = new WorkItemCoordinator(mockAzureDevOpsClient.Object, 

config, logger);

    mockAzureDevOpsClient.Setup(x => x.UpdateWorkItemAsync(It.IsAny<int>(), 

It.IsAny<JsonPatchDocument>(), It.IsAny<int>(), It.IsAny<CancellationToken>

()))

        .ThrowsAsync(new ConcurrencyException("ETag mismatch"));

    

    var result = await coordinator.TryClaimWorkItemAsync(123, 1, "agent-

001");

    Assert.False(result);

}

[Fact]

public async Task TryClaimWorkItemAsync_AddsProcessingAgentField()

{

    var coordinator = new WorkItemCoordinator(mockAzureDevOpsClient.Object, 

config, logger);

    JsonPatchDocument capturedPatch = null;

    mockAzureDevOpsClient.Setup(x => x.UpdateWorkItemAsync(It.IsAny<int>(), 

It.IsAny<JsonPatchDocument>(), It.IsAny<int>(), It.IsAny<CancellationToken>

()))

        .Callback<int, JsonPatchDocument, int, CancellationToken>((id, 

patch, rev, ct) => capturedPatch = patch)

        .ReturnsAsync(new WorkItem { Id = 123, Rev = 2 });

    

    await coordinator.TryClaimWorkItemAsync(123, 1, "agent-001");

    



    Assert.Contains(capturedPatch, op => op.Path == 

"/fields/Custom.ProcessingAgent" && (string)op.Value == "agent-001");

}

AC-2.2: WorkItemCoordinator.ReleaseWorkItemAsync()

Acceptance Criteria:

✅ AC-2.2.1: Removes Custom.ProcessingAgent  field

✅ AC-2.2.2: Removes Custom.ClaimExpiry  field

✅ AC-2.2.3: Only releases if work item owned by current agent

✅ AC-2.2.4: Uses ETag-based optimistic concurrency control

✅ AC-2.2.5: Logs release at Information level

✅ AC-2.2.6: Completes in <500ms

Test Cases:



[Fact]

public async Task ReleaseWorkItemAsync_RemovesProcessingAgentField()

{

    var coordinator = new WorkItemCoordinator(mockAzureDevOpsClient.Object, 

config, logger);

    JsonPatchDocument capturedPatch = null;

    mockAzureDevOpsClient.Setup(x => x.UpdateWorkItemAsync(It.IsAny<int>(), 

It.IsAny<JsonPatchDocument>(), It.IsAny<int>(), It.IsAny<CancellationToken>

()))

        .Callback<int, JsonPatchDocument, int, CancellationToken>((id, 

patch, rev, ct) => capturedPatch = patch)

        .ReturnsAsync(new WorkItem { Id = 123, Rev = 3 });

    

    await coordinator.ReleaseWorkItemAsync(123, 2, "agent-001");

    

    Assert.Contains(capturedPatch, op => op.Path == 

"/fields/Custom.ProcessingAgent" && op.Operation == Operation.Remove);

}

[Fact]

public async Task ReleaseWorkItemAsync_OnlyReleasesIfOwned()

{

    var coordinator = new WorkItemCoordinator(mockAzureDevOpsClient.Object, 

config, logger);

    var workItem = new WorkItem 

    { 

        Id = 123, 

        Rev = 2,

        Fields = new Dictionary<string, object> 

        { 

            { "Custom.ProcessingAgent", "agent-002" } 

        }

    };

    mockAzureDevOpsClient.Setup(x => x.GetWorkItemAsync(123, 

It.IsAny<CancellationToken>()))

        .ReturnsAsync(workItem);

    

    await coordinator.ReleaseWorkItemAsync(123, 2, "agent-001");

    

    mockAzureDevOpsClient.Verify(x => x.UpdateWorkItemAsync(It.IsAny<int>(), 

It.IsAny<JsonPatchDocument>(), It.IsAny<int>(), It.IsAny<CancellationToken>

()), Times.Never);

}



AC-2.3: WorkItemCoordinator.RenewClaimAsync()

Acceptance Criteria:

✅ AC-2.3.1: Extends Custom.ClaimExpiry  by configured duration (default 15
minutes)

✅ AC-2.3.2: Only renews if work item owned by current agent

✅ AC-2.3.3: Uses ETag-based optimistic concurrency control

✅ AC-2.3.4: Logs renewal at Debug level

✅ AC-2.3.5: Completes in <500ms

Test Cases:



[Fact]

public async Task RenewClaimAsync_ExtendsClaimExpiry()

{

    var coordinator = new WorkItemCoordinator(mockAzureDevOpsClient.Object, 

config, logger);

    var originalExpiry = DateTime.UtcNow.AddMinutes(5);

    var workItem = new WorkItem 

    { 

        Id = 123, 

        Rev = 2,

        Fields = new Dictionary<string, object> 

        { 

            { "Custom.ProcessingAgent", "agent-001" },

            { "Custom.ClaimExpiry", originalExpiry }

        }

    };

    mockAzureDevOpsClient.Setup(x => x.GetWorkItemAsync(123, 

It.IsAny<CancellationToken>()))

        .ReturnsAsync(workItem);

    

    JsonPatchDocument capturedPatch = null;

    mockAzureDevOpsClient.Setup(x => x.UpdateWorkItemAsync(It.IsAny<int>(), 

It.IsAny<JsonPatchDocument>(), It.IsAny<int>(), It.IsAny<CancellationToken>

()))

        .Callback<int, JsonPatchDocument, int, CancellationToken>((id, 

patch, rev, ct) => capturedPatch = patch)

        .ReturnsAsync(new WorkItem { Id = 123, Rev = 3 });

    

    await coordinator.RenewClaimAsync(123, 2, "agent-001");

    

    var newExpiry = (DateTime)capturedPatch.First(op => op.Path == 

"/fields/Custom.ClaimExpiry").Value;

    Assert.True(newExpiry > originalExpiry.AddMinutes(10));

}

AC-2.4: StaleClaimRecoveryService.GetExpiredClaimsAsync()

Acceptance Criteria:

✅ AC-2.4.1: Returns all work items with expired claims

✅ AC-2.4.2: Uses WIQL query to filter by Custom.ClaimExpiry < @Today

✅ AC-2.4.3: Logs expired claim count at Warning level



✅ AC-2.4.4: Completes in seconds

Test Cases:

[Fact]

public async Task GetExpiredClaimsAsync_ReturnsExpiredClaims()

{

    var service = new 

StaleClaimRecoveryService(mockAzureDevOpsClient.Object, config, logger);

    var expiredWorkItems = new List<WorkItem>

    {

        new WorkItem { Id = 123, Fields = new Dictionary<string, object> { { 

"Custom.ClaimExpiry", DateTime.UtcNow.AddMinutes(-10) } } },

        new WorkItem { Id = 456, Fields = new Dictionary<string, object> { { 

"Custom.ClaimExpiry", DateTime.UtcNow.AddMinutes(-5) } } }

    };

    mockAzureDevOpsClient.Setup(x => x.QueryWorkItemsAsync(It.IsAny<string>

(), It.IsAny<CancellationToken>()))

        .ReturnsAsync(expiredWorkItems);

    

    var result = await service.GetExpiredClaimsAsync();

    

    Assert.Equal(2, result.Count());

}

AC-2.5: StaleClaimRecoveryService.ReleaseExpiredClaimsAsync()

Acceptance Criteria:

✅ AC-2.5.1: Releases all expired claims

✅ AC-2.5.2: Logs each release at Warning level

✅ AC-2.5.3: Continues processing even if individual release fails

✅ AC-2.5.4: Returns count of successfully released claims

✅ AC-2.5.5: Completes in <30 seconds for 100 expired claims

Test Cases:



[Fact]

public async Task ReleaseExpiredClaimsAsync_ReleasesAllExpiredClaims()

{

    var service = new 

StaleClaimRecoveryService(mockAzureDevOpsClient.Object, config, logger);

    var expiredWorkItems = new List<WorkItem>

    {

        new WorkItem { Id = 123, Rev = 2 },

        new WorkItem { Id = 456, Rev = 3 }

    };

    mockAzureDevOpsClient.Setup(x => x.QueryWorkItemsAsync(It.IsAny<string>

(), It.IsAny<CancellationToken>()))

        .ReturnsAsync(expiredWorkItems);

    mockAzureDevOpsClient.Setup(x => x.UpdateWorkItemAsync(It.IsAny<int>(), 

It.IsAny<JsonPatchDocument>(), It.IsAny<int>(), It.IsAny<CancellationToken>

()))

        .ReturnsAsync((int id, JsonPatchDocument patch, int rev, 

CancellationToken ct) => new WorkItem { Id = id, Rev = rev + 1 });

    

    var count = await service.ReleaseExpiredClaimsAsync();

    

    Assert.Equal(2, count);

}

[Fact]

public async Task ReleaseExpiredClaimsAsync_ContinuesOnFailure()

{

    var service = new 

StaleClaimRecoveryService(mockAzureDevOpsClient.Object, config, logger);

    var expiredWorkItems = new List<WorkItem>

    {

        new WorkItem { Id = 123, Rev = 2 },

        new WorkItem { Id = 456, Rev = 3 },

        new WorkItem { Id = 789, Rev = 4 }

    };

    mockAzureDevOpsClient.Setup(x => x.QueryWorkItemsAsync(It.IsAny<string>

(), It.IsAny<CancellationToken>()))

        .ReturnsAsync(expiredWorkItems);

    mockAzureDevOpsClient.Setup(x => x.UpdateWorkItemAsync(123, 

It.IsAny<JsonPatchDocument>(), It.IsAny<int>(), It.IsAny<CancellationToken>

()))

        .ReturnsAsync(new WorkItem { Id = 123, Rev = 3 });

    mockAzureDevOpsClient.Setup(x => x.UpdateWorkItemAsync(456, 

It.IsAny<JsonPatchDocument>(), It.IsAny<int>(), It.IsAny<CancellationToken>

()))



        .ThrowsAsync(new Exception("Network error"));

    mockAzureDevOpsClient.Setup(x => x.UpdateWorkItemAsync(789, 

It.IsAny<JsonPatchDocument>(), It.IsAny<int>(), It.IsAny<CancellationToken>

()))

        .ReturnsAsync(new WorkItem { Id = 789, Rev = 5 });

    

    var count = await service.ReleaseExpiredClaimsAsync();

    

    Assert.Equal(2, count); // 123 and 789 succeeded, 456 failed

}

Class-Level Acceptance Criteria

AC-2.6: WorkItemCoordinator Class

Acceptance Criteria:

✅ AC-2.6.1: Implements IWorkItemCoordinator  interface

✅ AC-2.6.2: Supports dependency injection via constructor

✅ AC-2.6.3: Validates agent ID format (alphanumeric, 3-50 characters)

✅ AC-2.6.4: Handles ETag mismatches gracefully (returns false, doesn’t throw)

✅ AC-2.6.5: Logs all coordination operations

✅ AC-2.6.6: Thread-safe for concurrent operations

Test Cases:



[Fact]

public void WorkItemCoordinator_ImplementsIWorkItemCoordinator()

{

    

Assert.True(typeof(IWorkItemCoordinator).IsAssignableFrom(typeof(WorkItemCoord

}

[Theory]

[InlineData("a")]

[InlineData("ab")]

[InlineData("agent-001!")]

[InlineData("")]

public async Task WorkItemCoordinator_ValidatesAgentIdFormat(string 

invalidAgentId)

{

    var coordinator = new WorkItemCoordinator(mockAzureDevOpsClient.Object, 

config, logger);

    await Assert.ThrowsAsync<ArgumentException>(() => 

coordinator.TryClaimWorkItemAsync(123, 1, invalidAgentId));

}

[Fact]

public async Task WorkItemCoordinator_IsThreadSafe()

{

    var coordinator = new WorkItemCoordinator(mockAzureDevOpsClient.Object, 

config, logger);

    var tasks = Enumerable.Range(0, 10).Select(i => 

coordinator.TryClaimWorkItemAsync(123, 1, $"agent-{i:D3}"));

    

    var results = await Task.WhenAll(tasks);

    

    // Only one agent should successfully claim

    Assert.Equal(1, results.Count(r => r == true));

}

AC-2.7: StaleClaimRecoveryService Class

Acceptance Criteria:

✅ AC-2.7.1: Inherits from BackgroundService

✅ AC-2.7.2: Runs on configurable interval (default 5 minutes)

✅ AC-2.7.3: Handles exceptions gracefully (logs and continues)



✅ AC-2.7.4: Supports graceful shutdown via CancellationToken

✅ AC-2.7.5: Logs service start/stop at Information level

Test Cases:

[Fact]

public void StaleClaimRecoveryService_InheritsFromBackgroundService()

{

    

Assert.True(typeof(BackgroundService).IsAssignableFrom(typeof(StaleClaimRecove

}

[Fact]

public async Task StaleClaimRecoveryService_RunsOnConfiguredInterval()

{

    var service = new 

StaleClaimRecoveryService(mockAzureDevOpsClient.Object, config, logger);

    var cts = new CancellationTokenSource();

    

    var task = service.StartAsync(cts.Token);

    await Task.Delay(TimeSpan.FromMinutes(6));

    cts.Cancel();

    await task;

    

    // Should have run at least once (at 5-minute mark)

    mockAzureDevOpsClient.Verify(x => x.QueryWorkItemsAsync(It.IsAny<string>

(), It.IsAny<CancellationToken>()), Times.AtLeastOnce);

}

Module-Level Acceptance Criteria

AC-2.8: Concurrency Control Module

Acceptance Criteria:

✅ AC-2.8.1: Prevents duplicate work item processing across multiple agents
(99.9% effective)

✅ AC-2.8.2: Automatically recovers stale claims within 5 minutes of expiry

✅ AC-2.8.3: Supports distributed multi-agent deployments (no shared state
required)



✅ AC-2.8.4: Conflict rate < 1% under normal load

✅ AC-2.8.5: No external coordination service required (uses Azure DevOps as
coordination backend)

✅ AC-2.8.6: Handles network partitions gracefully (claims expire automatically)

✅ AC-2.8.7: Logs all coordination events for audit trail

✅ AC-2.8.8: Module achieves 95%+ code coverage

✅ AC-2.8.9: Module passes all integration tests (10 tests)

✅ AC-2.8.10: Module supports configurable claim duration (5-60 minutes)

Test Cases:



[Fact]

public async Task ConcurrencyControlModule_PreventsDuplicateProcessing()

{

    // Simulate 3 agents trying to claim same work item

    var coordinator1 = new 

WorkItemCoordinator(mockAzureDevOpsClient1.Object, config, logger);

    var coordinator2 = new 

WorkItemCoordinator(mockAzureDevOpsClient2.Object, config, logger);

    var coordinator3 = new 

WorkItemCoordinator(mockAzureDevOpsClient3.Object, config, logger);

    

    var tasks = new[]

    {

        coordinator1.TryClaimWorkItemAsync(123, 1, "agent-001"),

        coordinator2.TryClaimWorkItemAsync(123, 1, "agent-002"),

        coordinator3.TryClaimWorkItemAsync(123, 1, "agent-003")

    };

    

    var results = await Task.WhenAll(tasks);

    

    // Only one agent should successfully claim

    Assert.Equal(1, results.Count(r => r == true));

}

[Fact]

public async Task ConcurrencyControlModule_AutomaticallyRecoversStale 

Claims()

{

    var service = new 

StaleClaimRecoveryService(mockAzureDevOpsClient.Object, config, logger);

    

    // Simulate expired claim

    var expiredWorkItem = new WorkItem 

    { 

        Id = 123, 

        Rev = 2,

        Fields = new Dictionary<string, object> 

        { 

            { "Custom.ProcessingAgent", "agent-001" },

            { "Custom.ClaimExpiry", DateTime.UtcNow.AddMinutes(-10) }

        }

    };

    mockAzureDevOpsClient.Setup(x => x.QueryWorkItemsAsync(It.IsAny<string>

(), It.IsAny<CancellationToken>()))

        .ReturnsAsync(new List<WorkItem> { expiredWorkItem });



    mockAzureDevOpsClient.Setup(x => x.UpdateWorkItemAsync(It.IsAny<int>(), 

It.IsAny<JsonPatchDocument>(), It.IsAny<int>(), It.IsAny<CancellationToken>

()))

        .ReturnsAsync(new WorkItem { Id = 123, Rev = 3 });

    

    var count = await service.ReleaseExpiredClaimsAsync();

    

    Assert.Equal(1, count);

}

Module 3: Secrets Management

Overview

The Secrets Management module provides secure storage and retrieval of sensitive
credentials (PATs, certificates, API keys) using pluggable providers: Azure Key Vault,
Windows Credential Manager, and DPAPI.

Function-Level Acceptance Criteria

AC-3.1: AzureKeyVaultSecretsProvider.GetSecretAsync()

Acceptance Criteria:

✅ AC-3.1.1: Retrieves secret from Azure Key Vault by name

✅ AC-3.1.2: Returns secret value as string

✅ AC-3.1.3: Throws SecretNotFoundException  if secret doesn’t exist

✅ AC-3.1.4: Throws UnauthorizedAccessException  if access denied

✅ AC-3.1.5: Caches secret for 5 minutes (configurable)

✅ AC-3.1.6: Logs secret retrieval at Information level (without exposing value)

✅ AC-3.1.7: Completes in seconds for cached secret

✅ AC-3.1.8: Completes in seconds for new secret retrieval

Test Cases:



[Fact]

public async Task GetSecretAsync_RetrievesSecretFromKeyVault()

{

    var provider = new 

AzureKeyVaultSecretsProvider(mockKeyVaultClient.Object, config, logger);

    mockKeyVaultClient.Setup(x => x.GetSecretAsync("test-secret", null, 

It.IsAny<CancellationToken>()))

        .ReturnsAsync(new KeyVaultSecret("test-secret", "secret-value"));

    

    var secret = await provider.GetSecretAsync("test-secret");

    

    Assert.Equal("secret-value", secret);

}

[Fact]

public async Task GetSecretAsync_ThrowsOnSecretNotFound()

{

    var provider = new 

AzureKeyVaultSecretsProvider(mockKeyVaultClient.Object, config, logger);

    mockKeyVaultClient.Setup(x => x.GetSecretAsync("nonexistent-secret", 

null, It.IsAny<CancellationToken>()))

        .ThrowsAsync(new RequestFailedException(404, "Secret not found"));

    

    await Assert.ThrowsAsync<SecretNotFoundException>(() => 

provider.GetSecretAsync("nonexistent-secret"));

}

[Fact]

public async Task GetSecretAsync_CachesSecretForConfiguredDuration()

{

    var provider = new 

AzureKeyVaultSecretsProvider(mockKeyVaultClient.Object, config, logger);

    mockKeyVaultClient.Setup(x => x.GetSecretAsync("test-secret", null, 

It.IsAny<CancellationToken>()))

        .ReturnsAsync(new KeyVaultSecret("test-secret", "secret-value"));

    

    var secret1 = await provider.GetSecretAsync("test-secret");

    var secret2 = await provider.GetSecretAsync("test-secret");

    

    Assert.Equal(secret1, secret2);

    mockKeyVaultClient.Verify(x => x.GetSecretAsync("test-secret", null, 

It.IsAny<CancellationToken>()), Times.Once);

}



AC-3.2: AzureKeyVaultSecretsProvider.SetSecretAsync()

Acceptance Criteria:

✅ AC-3.2.1: Stores secret in Azure Key Vault with specified name

✅ AC-3.2.2: Overwrites existing secret if name already exists

✅ AC-3.2.3: Validates secret name format (alphanumeric, hyphens, 1-127
characters)

✅ AC-3.2.4: Throws ArgumentException  if secret name invalid

✅ AC-3.2.5: Logs secret storage at Information level (without exposing value)

✅ AC-3.2.6: Completes in seconds

Test Cases:



[Fact]

public async Task SetSecretAsync_StoresSecretInKeyVault()

{

    var provider = new 

AzureKeyVaultSecretsProvider(mockKeyVaultClient.Object, config, logger);

    mockKeyVaultClient.Setup(x => x.SetSecretAsync("test-secret", "secret-

value", It.IsAny<CancellationToken>()))

        .ReturnsAsync(new KeyVaultSecret("test-secret", "secret-value"));

    

    await provider.SetSecretAsync("test-secret", "secret-value");

    

    mockKeyVaultClient.Verify(x => x.SetSecretAsync("test-secret", "secret-

value", It.IsAny<CancellationToken>()), Times.Once);

}

[Theory]

[InlineData("")]

[InlineData("secret name with spaces")]

[InlineData("secret_name_with_underscores")]

[InlineData("a")]

public async Task SetSecretAsync_ValidatesSecretNameFormat(string 

invalidName)

{

    var provider = new 

AzureKeyVaultSecretsProvider(mockKeyVaultClient.Object, config, logger);

    

    await Assert.ThrowsAsync<ArgumentException>(() => 

provider.SetSecretAsync(invalidName, "value"));

}

AC-3.3: CredentialManagerSecretsProvider.GetSecretAsync()

Acceptance Criteria:

✅ AC-3.3.1: Retrieves secret from Windows Credential Manager

✅ AC-3.3.2: Returns secret value as string

✅ AC-3.3.3: Throws SecretNotFoundException  if credential doesn’t exist

✅ AC-3.3.4: Throws PlatformNotSupportedException  on non-Windows
platforms

✅ AC-3.3.5: Logs secret retrieval at Information level (without exposing value)



✅ AC-3.3.6: Completes in <100ms

Test Cases:

[Fact]

[Trait("Platform", "Windows")]

public async Task GetSecretAsync_RetrievesSecretFromCredentialManager()

{

    var provider = new CredentialManagerSecretsProvider(logger);

    

    // Store test credential first

    await provider.SetSecretAsync("test-secret", "secret-value");

    

    var secret = await provider.GetSecretAsync("test-secret");

    

    Assert.Equal("secret-value", secret);

}

[Fact]

[Trait("Platform", "Linux")]

public async Task GetSecretAsync_ThrowsOnNonWindowsPlatform()

{

    var provider = new CredentialManagerSecretsProvider(logger);

    

    await Assert.ThrowsAsync<PlatformNotSupportedException>(() => 

provider.GetSecretAsync("test-secret"));

}

AC-3.4: DPAPISecretsProvider.GetSecretAsync()

Acceptance Criteria:

✅ AC-3.4.1: Retrieves encrypted secret from file system

✅ AC-3.4.2: Decrypts secret using DPAPI (Windows) or AES (Linux)

✅ AC-3.4.3: Returns decrypted secret value as string

✅ AC-3.4.4: Throws SecretNotFoundException  if file doesn’t exist

✅ AC-3.4.5: Throws CryptographicException  if decryption fails

✅ AC-3.4.6: Logs secret retrieval at Information level (without exposing value)

✅ AC-3.4.7: Completes in <100ms



Test Cases:

[Fact]

public async Task GetSecretAsync_RetrievesAndDecryptsSecret()

{

    var provider = new DPAPISecretsProvider(config, logger);

    

    // Store test secret first

    await provider.SetSecretAsync("test-secret", "secret-value");

    

    var secret = await provider.GetSecretAsync("test-secret");

    

    Assert.Equal("secret-value", secret);

}

[Fact]

public async Task GetSecretAsync_ThrowsOnDecryptionFailure()

{

    var provider = new DPAPISecretsProvider(config, logger);

    

    // Manually corrupt encrypted file

    var secretPath = Path.Combine(config.SecretsDirectory, "test-

secret.enc");

    await File.WriteAllBytesAsync(secretPath, new byte[] { 0x00, 0x01, 0x02 

});

    

    await Assert.ThrowsAsync<CryptographicException>(() => 

provider.GetSecretAsync("test-secret"));

}

AC-3.5: PATRotationMonitorService.CheckPATExpiryAsync()

Acceptance Criteria:

✅ AC-3.5.1: Queries Azure DevOps for PAT expiry date

✅ AC-3.5.2: Returns days until expiry

✅ AC-3.5.3: Throws AuthenticationException  if PAT invalid

✅ AC-3.5.4: Logs expiry check at Debug level

✅ AC-3.5.5: Completes in seconds

Test Cases:



[Fact]

public async Task CheckPATExpiryAsync_ReturnsDaysUntilExpiry()

{

    var service = new 

PATRotationMonitorService(mockAzureDevOpsClient.Object, config, logger);

    mockAzureDevOpsClient.Setup(x => x.GetPATExpiryAsync(It.IsAny<string>(), 

It.IsAny<CancellationToken>()))

        .ReturnsAsync(DateTime.UtcNow.AddDays(10));

    

    var days = await service.CheckPATExpiryAsync("test-pat");

    

    Assert.Equal(10, days);

}

[Fact]

public async Task CheckPATExpiryAsync_ThrowsOnInvalidPAT()

{

    var service = new 

PATRotationMonitorService(mockAzureDevOpsClient.Object, config, logger);

    mockAzureDevOpsClient.Setup(x => x.GetPATExpiryAsync(It.IsAny<string>(), 

It.IsAny<CancellationToken>()))

        .ThrowsAsync(new AuthenticationException("Invalid PAT"));

    

    await Assert.ThrowsAsync<AuthenticationException>(() => 

service.CheckPATExpiryAsync("invalid-pat"));

}

AC-3.6: PATRotationMonitorService.SendExpiryAlertAsync()

Acceptance Criteria:

✅ AC-3.6.1: Sends email alert to configured recipients

✅ AC-3.6.2: Email includes PAT name, expiry date, and rotation instructions

✅ AC-3.6.3: Logs alert sent at Warning level

✅ AC-3.6.4: Completes in <10 seconds

Test Cases:



[Fact]

public async Task SendExpiryAlertAsync_SendsEmailAlert()

{

    var service = new 

PATRotationMonitorService(mockAzureDevOpsClient.Object, config, 

mockEmailService.Object, logger);

    

    await service.SendExpiryAlertAsync("test-pat", 

DateTime.UtcNow.AddDays(5));

    

    mockEmailService.Verify(x => x.SendEmailAsync(

        It.IsAny<string>(),

        It.Is<string>(s => s.Contains("test-pat")),

        It.Is<string>(s => s.Contains("5 days")),

        It.IsAny<CancellationToken>()), Times.Once);

}

Class-Level Acceptance Criteria

AC-3.7: ISecretsProvider Interface

Acceptance Criteria:

✅ AC-3.7.1: All providers implement ISecretsProvider  interface

✅ AC-3.7.2: All providers support dependency injection via constructor

✅ AC-3.7.3: All providers log secret access for audit trail

✅ AC-3.7.4: All providers never log secret values

✅ AC-3.7.5: All providers handle transient failures with retry (3 attempts,
exponential backoff)

Test Cases:



[Theory]

[InlineData(typeof(AzureKeyVaultSecretsProvider))]

[InlineData(typeof(CredentialManagerSecretsProvider))]

[InlineData(typeof(DPAPISecretsProvider))]

public void AllProviders_ImplementISecretsProvider(Type providerType)

{

    Assert.True(typeof(ISecretsProvider).IsAssignableFrom(providerType));

}

[Theory]

[InlineData(typeof(AzureKeyVaultSecretsProvider))]

[InlineData(typeof(CredentialManagerSecretsProvider))]

[InlineData(typeof(DPAPISecretsProvider))]

public void AllProviders_NeverLogSecretValues(Type providerType)

{

    var loggerMock = new Mock<ILogger>();

    var provider = (ISecretsProvider)Activator.CreateInstance(providerType, 

loggerMock.Object);

    

    provider.SetSecretAsync("test-secret", "secret-value").Wait();

    

    loggerMock.Verify(x => x.Log(

        It.IsAny<LogLevel>(),

        It.IsAny<EventId>(),

        It.Is<It.IsAnyType>((v, t) => v.ToString().Contains("secret-

value")),

        It.IsAny<Exception>(),

        It.IsAny<Func<It.IsAnyType, Exception, string>>()), Times.Never);

}

AC-3.8: PATRotationMonitorService Class

Acceptance Criteria:

✅ AC-3.8.1: Inherits from BackgroundService

✅ AC-3.8.2: Runs on configurable interval (default 24 hours)

✅ AC-3.8.3: Checks all configured PATs for expiry

✅ AC-3.8.4: Sends alert if PAT expires within configured threshold (default 7
days)

✅ AC-3.8.5: Handles exceptions gracefully (logs and continues)



✅ AC-3.8.6: Supports graceful shutdown via CancellationToken

Test Cases:



[Fact]

public void PATRotationMonitorService_InheritsFromBackgroundService()

{

    

Assert.True(typeof(BackgroundService).IsAssignableFrom(typeof(PATRotationMonit

}

[Fact]

public async Task PATRotationMonitorService_ChecksAllConfiguredPATs()

{

    var config = new PATRotationConfiguration

    {

        PATs = new List<string> { "pat-1", "pat-2", "pat-3" }

    };

    var service = new 

PATRotationMonitorService(mockAzureDevOpsClient.Object, config, 

mockEmailService.Object, logger);

    

    mockAzureDevOpsClient.Setup(x => x.GetPATExpiryAsync(It.IsAny<string>(), 

It.IsAny<CancellationToken>()))

        .ReturnsAsync(DateTime.UtcNow.AddDays(30));

    

    await service.CheckAllPATsAsync();

    

    mockAzureDevOpsClient.Verify(x => x.GetPATExpiryAsync(It.IsAny<string>

(), It.IsAny<CancellationToken>()), Times.Exactly(3));

}

[Fact]

public async Task PATRotationMonitorService_SendsAlertOnExpiryThreshold()

{

    var config = new PATRotationConfiguration

    {

        PATs = new List<string> { "expiring-pat" },

        ExpiryWarningDays = 7

    };

    var service = new 

PATRotationMonitorService(mockAzureDevOpsClient.Object, config, 

mockEmailService.Object, logger);

    

    mockAzureDevOpsClient.Setup(x => x.GetPATExpiryAsync("expiring-pat", 

It.IsAny<CancellationToken>()))

        .ReturnsAsync(DateTime.UtcNow.AddDays(5));

    

    await service.CheckAllPATsAsync();



    

    mockEmailService.Verify(x => x.SendEmailAsync(It.IsAny<string>(), 

It.IsAny<string>(), It.IsAny<string>(), It.IsAny<CancellationToken>()), 

Times.Once);

}

Module-Level Acceptance Criteria

AC-3.9: Secrets Management Module

Acceptance Criteria:

✅ AC-3.9.1: Supports three providers (Azure Key Vault, Credential Manager,
DPAPI)

✅ AC-3.9.2: Provider is configurable via appsettings.json

✅ AC-3.9.3: Monitors PAT expiry and sends alerts (7 days before expiry)

✅ AC-3.9.4: Logs all secret access for audit trail

✅ AC-3.9.5: Never logs secret values

✅ AC-3.9.6: Supports automatic secret rotation (Azure Key Vault only)

✅ AC-3.9.7: Meets enterprise compliance requirements (SOC 2, ISO 27001,
GDPR)

✅ AC-3.9.8: Module achieves 95%+ code coverage

✅ AC-3.9.9: Module passes all integration tests (8 tests)

✅ AC-3.9.10: Module supports cross-platform deployment (Windows, Linux)

Test Cases:



[Fact]

public void SecretsManagementModule_SupportsAllThreeProviders()

{

    var services = new ServiceCollection();

    services.AddSecretsManagement(config);

    

    var provider = services.BuildServiceProvider();

    var keyVaultProvider = provider.GetService<AzureKeyVaultSecretsProvider>

();

    var credManagerProvider = 

provider.GetService<CredentialManagerSecretsProvider>();

    var dpapiProvider = provider.GetService<DPAPISecretsProvider>();

    

    Assert.NotNull(keyVaultProvider);

    Assert.NotNull(credManagerProvider);

    Assert.NotNull(dpapiProvider);

}

[Fact]

public async Task SecretsManagementModule_LogsAllSecretAccess()

{

    var loggerMock = new Mock<ILogger<AzureKeyVaultSecretsProvider>>();

    var provider = new 

AzureKeyVaultSecretsProvider(mockKeyVaultClient.Object, config, 

loggerMock.Object);

    

    mockKeyVaultClient.Setup(x => x.GetSecretAsync("test-secret", null, 

It.IsAny<CancellationToken>()))

        .ReturnsAsync(new KeyVaultSecret("test-secret", "secret-value"));

    

    await provider.GetSecretAsync("test-secret");

    

    loggerMock.Verify(x => x.Log(

        LogLevel.Information,

        It.IsAny<EventId>(),

        It.Is<It.IsAnyType>((v, t) => v.ToString().Contains("test-secret")),

        It.IsAny<Exception>(),

        It.IsAny<Func<It.IsAnyType, Exception, string>>()), Times.Once);

}



Module 4: Work Item Service

Overview

The Work Item Service provides CRUD operations for Azure DevOps work items with
ETag-based optimistic concurrency control, WIQL validation, and rate limiting.

Function-Level Acceptance Criteria

AC-4.1: WorkItemService.GetWorkItemAsync()

Acceptance Criteria:

✅ AC-4.1.1: Retrieves work item by ID

✅ AC-4.1.2: Returns work item with all fields

✅ AC-4.1.3: Throws WorkItemNotFoundException  if work item doesn’t exist

✅ AC-4.1.4: Logs retrieval at Debug level

✅ AC-4.1.5: Completes in <500ms

Test Cases:



[Fact]

public async Task GetWorkItemAsync_RetrievesWorkItem()

{

    var service = new WorkItemService(mockHttpClient.Object, 

mockRateLimiter.Object, config, logger);

    mockHttpClient.Setup(x => x.GetAsync(It.IsAny<string>(), 

It.IsAny<CancellationToken>()))

        .ReturnsAsync(new HttpResponseMessage

        {

            StatusCode = HttpStatusCode.OK,

            Content = new StringContent(JsonSerializer.Serialize(new 

WorkItem { Id = 123, Title = "Test" }))

        });

    

    var workItem = await service.GetWorkItemAsync(123);

    

    Assert.Equal(123, workItem.Id);

    Assert.Equal("Test", workItem.Title);

}

[Fact]

public async Task GetWorkItemAsync_ThrowsOnNotFound()

{

    var service = new WorkItemService(mockHttpClient.Object, 

mockRateLimiter.Object, config, logger);

    mockHttpClient.Setup(x => x.GetAsync(It.IsAny<string>(), 

It.IsAny<CancellationToken>()))

        .ReturnsAsync(new HttpResponseMessage { StatusCode = 

HttpStatusCode.NotFound });

    

    await Assert.ThrowsAsync<WorkItemNotFoundException>(() => 

service.GetWorkItemAsync(999));

}

AC-4.2: WorkItemService.UpdateWorkItemAsync()

Acceptance Criteria:

✅ AC-4.2.1: Updates work item using JSON Patch document

✅ AC-4.2.2: Enforces ETag-based optimistic concurrency control

✅ AC-4.2.3: Throws ConcurrencyException  if ETag mismatch detected

✅ AC-4.2.4: Returns updated work item with new revision number



✅ AC-4.2.5: Logs update at Information level

✅ AC-4.2.6: Completes in second

Test Cases:



[Fact]

public async Task UpdateWorkItemAsync_UpdatesWorkItem()

{

    var service = new WorkItemService(mockHttpClient.Object, 

mockRateLimiter.Object, config, logger);

    var patch = new JsonPatchDocument

    {

        new JsonPatchOperation { Operation = Operation.Add, Path = 

"/fields/System.Title", Value = "Updated Title" }

    };

    mockHttpClient.Setup(x => x.PatchAsync(It.IsAny<string>(), 

It.IsAny<HttpContent>(), It.IsAny<CancellationToken>()))

        .ReturnsAsync(new HttpResponseMessage

        {

            StatusCode = HttpStatusCode.OK,

            Content = new StringContent(JsonSerializer.Serialize(new 

WorkItem { Id = 123, Rev = 2, Title = "Updated Title" }))

        });

    

    var workItem = await service.UpdateWorkItemAsync(123, patch, 1);

    

    Assert.Equal(2, workItem.Rev);

    Assert.Equal("Updated Title", workItem.Title);

}

[Fact]

public async Task UpdateWorkItemAsync_ThrowsOnETagMismatch()

{

    var service = new WorkItemService(mockHttpClient.Object, 

mockRateLimiter.Object, config, logger);

    var patch = new JsonPatchDocument();

    mockHttpClient.Setup(x => x.PatchAsync(It.IsAny<string>(), 

It.IsAny<HttpContent>(), It.IsAny<CancellationToken>()))

        .ReturnsAsync(new HttpResponseMessage { StatusCode = 

HttpStatusCode.PreconditionFailed });

    

    await Assert.ThrowsAsync<ConcurrencyException>(() => 

service.UpdateWorkItemAsync(123, patch, 1));

}

AC-4.3: WorkItemService.QueryWorkItemsAsync()

Acceptance Criteria:



✅ AC-4.3.1: Executes WIQL query

✅ AC-4.3.2: Validates WIQL syntax before execution

✅ AC-4.3.3: Throws WIQLValidationException  if query invalid

✅ AC-4.3.4: Returns list of work items matching query

✅ AC-4.3.5: Logs query execution at Information level

✅ AC-4.3.6: Completes in seconds for queries returning <1000 items

Test Cases:



[Fact]

public async Task QueryWorkItemsAsync_ExecutesWIQLQuery()

{

    var service = new WorkItemService(mockHttpClient.Object, 

mockRateLimiter.Object, mockWIQLValidator.Object, config, logger);

    var wiql = "SELECT [System.Id] FROM WorkItems WHERE 

[System.WorkItemType] = 'User Story'";

    mockWIQLValidator.Setup(x => 

x.Validate(wiql)).Returns(ValidationResult.Success());

    mockHttpClient.Setup(x => x.PostAsync(It.IsAny<string>(), 

It.IsAny<HttpContent>(), It.IsAny<CancellationToken>()))

        .ReturnsAsync(new HttpResponseMessage

        {

            StatusCode = HttpStatusCode.OK,

            Content = new StringContent(JsonSerializer.Serialize(new { 

workItems = new[] { new { id = 123 }, new { id = 456 } } }))

        });

    

    var workItems = await service.QueryWorkItemsAsync(wiql);

    

    Assert.Equal(2, workItems.Count());

}

[Fact]

public async Task QueryWorkItemsAsync_ThrowsOnInvalidWIQL()

{

    var service = new WorkItemService(mockHttpClient.Object, 

mockRateLimiter.Object, mockWIQLValidator.Object, config, logger);

    var wiql = "INVALID WIQL";

    mockWIQLValidator.Setup(x => 

x.Validate(wiql)).Returns(ValidationResult.Failure(new List<string> { 

"Invalid syntax" }));

    

    await Assert.ThrowsAsync<WIQLValidationException>(() => 

service.QueryWorkItemsAsync(wiql));

}

Class-Level Acceptance Criteria

AC-4.4: WorkItemService Class

Acceptance Criteria:



✅ AC-4.4.1: Implements IWorkItemService  interface

✅ AC-4.4.2: Supports dependency injection via constructor

✅ AC-4.4.3: Integrates with rate limiter (waits for token before API call)

✅ AC-4.4.4: Integrates with WIQL validator (validates before execution)

✅ AC-4.4.5: Handles transient failures with retry (3 attempts, exponential
backoff)

✅ AC-4.4.6: Logs all API calls with duration

✅ AC-4.4.7: Thread-safe for concurrent operations

Test Cases:



[Fact]

public void WorkItemService_ImplementsIWorkItemService()

{

    

Assert.True(typeof(IWorkItemService).IsAssignableFrom(typeof(WorkItemService))

}

[Fact]

public async Task WorkItemService_IntegratesWithRateLimiter()

{

    var service = new WorkItemService(mockHttpClient.Object, 

mockRateLimiter.Object, config, logger);

    mockRateLimiter.Setup(x => x.WaitForTokenAsync(1, 

It.IsAny<CancellationToken>())).Returns(Task.CompletedTask);

    mockHttpClient.Setup(x => x.GetAsync(It.IsAny<string>(), 

It.IsAny<CancellationToken>()))

        .ReturnsAsync(new HttpResponseMessage

        {

            StatusCode = HttpStatusCode.OK,

            Content = new StringContent(JsonSerializer.Serialize(new 

WorkItem { Id = 123 }))

        });

    

    await service.GetWorkItemAsync(123);

    

    mockRateLimiter.Verify(x => x.WaitForTokenAsync(1, 

It.IsAny<CancellationToken>()), Times.Once);

}

[Fact]

public async Task WorkItemService_RetriesOnTransientFailure()

{

    var service = new WorkItemService(mockHttpClient.Object, 

mockRateLimiter.Object, config, logger);

    var callCount = 0;

    mockHttpClient.Setup(x => x.GetAsync(It.IsAny<string>(), 

It.IsAny<CancellationToken>()))

        .ReturnsAsync(() =>

        {

            callCount++;

            if (callCount < 3)

                return new HttpResponseMessage { StatusCode = 

HttpStatusCode.ServiceUnavailable };

            return new HttpResponseMessage

            {



                StatusCode = HttpStatusCode.OK,

                Content = new StringContent(JsonSerializer.Serialize(new 

WorkItem { Id = 123 }))

            };

        });

    

    var workItem = await service.GetWorkItemAsync(123);

    

    Assert.Equal(123, workItem.Id);

    Assert.Equal(3, callCount);

}

Module-Level Acceptance Criteria

AC-4.5: Work Item Service Module

Acceptance Criteria:

✅ AC-4.5.1: Supports all CRUD operations (Create, Read, Update, Delete, Query)

✅ AC-4.5.2: Enforces ETag-based optimistic concurrency control

✅ AC-4.5.3: Validates WIQL queries before execution

✅ AC-4.5.4: Integrates with rate limiter (prevents 429 errors)

✅ AC-4.5.5: Handles transient failures with retry

✅ AC-4.5.6: Logs all API calls with duration

✅ AC-4.5.7: Average API response time < 500ms

✅ AC-4.5.8: Rate limit error rate < 0.1%

✅ AC-4.5.9: Module achieves 95%+ code coverage

✅ AC-4.5.10: Module passes all integration tests (15 tests)

Test Cases:



[Fact]

public async Task WorkItemServiceModule_SupportsAllCRUDOperations()

{

    var service = new WorkItemService(mockHttpClient.Object, 

mockRateLimiter.Object, mockWIQLValidator.Object, config, logger);

    

    // Create

    var createPatch = new JsonPatchDocument

    {

        new JsonPatchOperation { Operation = Operation.Add, Path = 

"/fields/System.Title", Value = "New Item" }

    };

    mockHttpClient.Setup(x => x.PostAsync(It.IsAny<string>(), 

It.IsAny<HttpContent>(), It.IsAny<CancellationToken>()))

        .ReturnsAsync(new HttpResponseMessage

        {

            StatusCode = HttpStatusCode.OK,

            Content = new StringContent(JsonSerializer.Serialize(new 

WorkItem { Id = 123, Title = "New Item" }))

        });

    var created = await service.CreateWorkItemAsync("User Story", 

createPatch);

    Assert.Equal(123, created.Id);

    

    // Read

    mockHttpClient.Setup(x => x.GetAsync(It.IsAny<string>(), 

It.IsAny<CancellationToken>()))

        .ReturnsAsync(new HttpResponseMessage

        {

            StatusCode = HttpStatusCode.OK,

            Content = new StringContent(JsonSerializer.Serialize(new 

WorkItem { Id = 123, Title = "New Item" }))

        });

    var read = await service.GetWorkItemAsync(123);

    Assert.Equal(123, read.Id);

    

    // Update

    var updatePatch = new JsonPatchDocument

    {

        new JsonPatchOperation { Operation = Operation.Add, Path = 

"/fields/System.Title", Value = "Updated Item" }

    };

    mockHttpClient.Setup(x => x.PatchAsync(It.IsAny<string>(), 

It.IsAny<HttpContent>(), It.IsAny<CancellationToken>()))

        .ReturnsAsync(new HttpResponseMessage



        {

            StatusCode = HttpStatusCode.OK,

            Content = new StringContent(JsonSerializer.Serialize(new 

WorkItem { Id = 123, Rev = 2, Title = "Updated Item" }))

        });

    var updated = await service.UpdateWorkItemAsync(123, updatePatch, 1);

    Assert.Equal(2, updated.Rev);

    

    // Delete

    mockHttpClient.Setup(x => x.DeleteAsync(It.IsAny<string>(), 

It.IsAny<CancellationToken>()))

        .ReturnsAsync(new HttpResponseMessage { StatusCode = 

HttpStatusCode.OK });

    await service.DeleteWorkItemAsync(123);

    

    // Query

    var wiql = "SELECT [System.Id] FROM WorkItems WHERE 

[System.WorkItemType] = 'User Story'";

    mockWIQLValidator.Setup(x => 

x.Validate(wiql)).Returns(ValidationResult.Success());

    mockHttpClient.Setup(x => x.PostAsync(It.IsAny<string>(), 

It.IsAny<HttpContent>(), It.IsAny<CancellationToken>()))

        .ReturnsAsync(new HttpResponseMessage

        {

            StatusCode = HttpStatusCode.OK,

            Content = new StringContent(JsonSerializer.Serialize(new { 

workItems = new[] { new { id = 123 } } }))

        });

    var queried = await service.QueryWorkItemsAsync(wiql);

    Assert.Single(queried);

}

Module 5: Test Plan Service

Overview

The Test Plan Service manages test plans, test suites, test cases, and test results with
attachment compression and size validation.



Function-Level Acceptance Criteria

AC-5.1: TestPlanService.CreateTestCaseAsync()

Acceptance Criteria:

✅ AC-5.1.1: Creates test case with specified title and steps

✅ AC-5.1.2: Links test case to requirement (Tested By relationship)

✅ AC-5.1.3: Returns created test case with ID

✅ AC-5.1.4: Logs creation at Information level

✅ AC-5.1.5: Completes in seconds

Test Cases:



[Fact]

public async Task CreateTestCaseAsync_CreatesTestCase()

{

    var service = new TestPlanService(mockHttpClient.Object, 

mockRateLimiter.Object, mockCompressor.Object, config, logger);

    var testCase = new TestCase

    {

        Title = "Test Login",

        Steps = new List<TestStep>

        {

            new TestStep { Action = "Navigate to login page", Expected = 

"Login page displayed" },

            new TestStep { Action = "Enter credentials", Expected = "User 

logged in" }

        }

    };

    mockHttpClient.Setup(x => x.PostAsync(It.IsAny<string>(), 

It.IsAny<HttpContent>(), It.IsAny<CancellationToken>()))

        .ReturnsAsync(new HttpResponseMessage

        {

            StatusCode = HttpStatusCode.OK,

            Content = new StringContent(JsonSerializer.Serialize(new 

WorkItem { Id = 456, Title = "Test Login" }))

        });

    

    var created = await service.CreateTestCaseAsync(testCase, 123);

    

    Assert.Equal(456, created.Id);

    Assert.Equal("Test Login", created.Title);

}

AC-5.2: TestPlanService.AddTestResultAsync()

Acceptance Criteria:

✅ AC-5.2.1: Adds test result with outcome (Passed, Failed, Blocked,
NotExecuted)

✅ AC-5.2.2: Includes test duration and error message (if failed)

✅ AC-5.2.3: Returns test result with ID

✅ AC-5.2.4: Logs result at Information level

✅ AC-5.2.5: Completes in seconds



Test Cases:

[Fact]

public async Task AddTestResultAsync_AddsTestResult()

{

    var service = new TestPlanService(mockHttpClient.Object, 

mockRateLimiter.Object, mockCompressor.Object, config, logger);

    var result = new TestResult

    {

        TestCaseId = 456,

        Outcome = TestOutcome.Passed,

        DurationMs = 1500

    };

    mockHttpClient.Setup(x => x.PostAsync(It.IsAny<string>(), 

It.IsAny<HttpContent>(), It.IsAny<CancellationToken>()))

        .ReturnsAsync(new HttpResponseMessage

        {

            StatusCode = HttpStatusCode.OK,

            Content = new StringContent(JsonSerializer.Serialize(new { id = 

789, outcome = "Passed" }))

        });

    

    var added = await service.AddTestResultAsync(result);

    

    Assert.Equal(789, added.Id);

}

AC-5.3: TestPlanService.AddAttachmentAsync()

Acceptance Criteria:

✅ AC-5.3.1: Uploads attachment to test result

✅ AC-5.3.2: Compresses text-based attachments (gzip)

✅ AC-5.3.3: Validates attachment size (max 60MB)

✅ AC-5.3.4: Throws AttachmentTooLargeException  if size exceeds limit

✅ AC-5.3.5: Returns attachment URL

✅ AC-5.3.6: Logs attachment upload at Information level

✅ AC-5.3.7: Completes in <10 seconds for 10MB file

Test Cases:



[Fact]

public async Task AddAttachmentAsync_UploadsAttachment()

{

    var service = new TestPlanService(mockHttpClient.Object, 

mockRateLimiter.Object, mockCompressor.Object, config, logger);

    var attachmentPath = "/path/to/test.log";

    mockCompressor.Setup(x => x.IsCompressible("text/plain")).Returns(true);

    mockCompressor.Setup(x => x.CompressFileAsync(attachmentPath, 

It.IsAny<CancellationToken>()))

        .ReturnsAsync(attachmentPath + ".gz");

    mockHttpClient.Setup(x => x.PostAsync(It.IsAny<string>(), 

It.IsAny<HttpContent>(), It.IsAny<CancellationToken>()))

        .ReturnsAsync(new HttpResponseMessage

        {

            StatusCode = HttpStatusCode.OK,

            Content = new StringContent(JsonSerializer.Serialize(new { url = 

"https://dev.azure.com/attachments/123" }))

        });

    

    var url = await service.AddAttachmentAsync(789, attachmentPath, 

"text/plain");

    

    Assert.Equal("https://dev.azure.com/attachments/123", url);

}

[Fact]

public async Task AddAttachmentAsync_ThrowsOnSizeExceeded()

{

    var service = new TestPlanService(mockHttpClient.Object, 

mockRateLimiter.Object, mockCompressor.Object, config, logger);

    var attachmentPath = "/path/to/large-file.bin";

    

    // Create a 70MB file

    var fileInfo = new FileInfo(attachmentPath);

    mockCompressor.Setup(x => x.IsCompressible("application/octet-

stream")).Returns(false);

    

    await Assert.ThrowsAsync<AttachmentTooLargeException>(() => 

service.AddAttachmentAsync(789, attachmentPath, "application/octet-

stream"));

}



Class-Level Acceptance Criteria

AC-5.4: TestPlanService Class

Acceptance Criteria:

✅ AC-5.4.1: Implements ITestPlanService  interface

✅ AC-5.4.2: Supports dependency injection via constructor

✅ AC-5.4.3: Integrates with attachment compressor

✅ AC-5.4.4: Validates attachment size before upload

✅ AC-5.4.5: Handles transient failures with retry

✅ AC-5.4.6: Logs all API calls with duration

✅ AC-5.4.7: Thread-safe for concurrent operations

Test Cases:



[Fact]

public void TestPlanService_ImplementsITestPlanService()

{

    

Assert.True(typeof(ITestPlanService).IsAssignableFrom(typeof(TestPlanService))

}

[Fact]

public async Task TestPlanService_IntegratesWithCompressor()

{

    var service = new TestPlanService(mockHttpClient.Object, 

mockRateLimiter.Object, mockCompressor.Object, config, logger);

    var attachmentPath = "/path/to/test.log";

    mockCompressor.Setup(x => x.IsCompressible("text/plain")).Returns(true);

    mockCompressor.Setup(x => x.CompressFileAsync(attachmentPath, 

It.IsAny<CancellationToken>()))

        .ReturnsAsync(attachmentPath + ".gz");

    mockHttpClient.Setup(x => x.PostAsync(It.IsAny<string>(), 

It.IsAny<HttpContent>(), It.IsAny<CancellationToken>()))

        .ReturnsAsync(new HttpResponseMessage

        {

            StatusCode = HttpStatusCode.OK,

            Content = new StringContent(JsonSerializer.Serialize(new { url = 

"https://dev.azure.com/attachments/123" }))

        });

    

    await service.AddAttachmentAsync(789, attachmentPath, "text/plain");

    

    mockCompressor.Verify(x => x.CompressFileAsync(attachmentPath, 

It.IsAny<CancellationToken>()), Times.Once);

}

Module-Level Acceptance Criteria

AC-5.5: Test Plan Service Module

Acceptance Criteria:

✅ AC-5.5.1: Supports test case creation, update, deletion

✅ AC-5.5.2: Supports test result creation with attachments

✅ AC-5.5.3: Compresses text-based attachments (80-90% reduction)



✅ AC-5.5.4: Validates attachment size (max 60MB)

✅ AC-5.5.5: Handles transient failures with retry

✅ AC-5.5.6: Logs all API calls with duration

✅ AC-5.5.7: Average API response time < 1 second

✅ AC-5.5.8: Attachment upload success rate > 99%

✅ AC-5.5.9: Module achieves 95%+ code coverage

✅ AC-5.5.10: Module passes all integration tests (12 tests)

Test Cases:



[Fact]

public async Task TestPlanServiceModule_CompressesTextAttachments()

{

    var service = new TestPlanService(mockHttpClient.Object, 

mockRateLimiter.Object, new AttachmentCompressor(logger), config, logger);

    var attachmentPath = Path.GetTempFileName();

    

    // Create 10MB text file

    await File.WriteAllTextAsync(attachmentPath, new string('a', 10 * 1024 * 

1024));

    

    mockHttpClient.Setup(x => x.PostAsync(It.IsAny<string>(), 

It.IsAny<HttpContent>(), It.IsAny<CancellationToken>()))

        .ReturnsAsync(new HttpResponseMessage

        {

            StatusCode = HttpStatusCode.OK,

            Content = new StringContent(JsonSerializer.Serialize(new { url = 

"https://dev.azure.com/attachments/123" }))

        });

    

    var url = await service.AddAttachmentAsync(789, attachmentPath, 

"text/plain");

    

    // Verify compressed file is much smaller

    var compressedPath = attachmentPath + ".gz";

    Assert.True(File.Exists(compressedPath));

    var originalSize = new FileInfo(attachmentPath).Length;

    var compressedSize = new FileInfo(compressedPath).Length;

    Assert.True(compressedSize < originalSize * 0.2); // At least 80% 

reduction

}

Module 6: Git Service

Overview

The Git Service manages Git repositories for storing test artifacts with persistent
workspace management and dependency caching.



Function-Level Acceptance Criteria

AC-6.1: GitService.CloneRepositoryAsync()

Acceptance Criteria:

✅ AC-6.1.1: Clones Git repository to specified local path

✅ AC-6.1.2: Uses shallow clone (depth=1) if configured

✅ AC-6.1.3: Authenticates using PAT or SSH key

✅ AC-6.1.4: Returns local repository path

✅ AC-6.1.5: Logs clone operation at Information level

✅ AC-6.1.6: Completes in <30 seconds for typical repository

Test Cases:

[Fact]

public async Task CloneRepositoryAsync_ClonesRepository()

{

    var service = new GitService(mockGitClient.Object, config, logger);

    mockGitClient.Setup(x => x.CloneAsync(It.IsAny<string>(), 

It.IsAny<string>(), It.IsAny<CloneOptions>(), It.IsAny<CancellationToken>

()))

        .ReturnsAsync("/path/to/repo");

    

    var path = await 

service.CloneRepositoryAsync("https://dev.azure.com/org/project/_git/repo");

    

    Assert.Equal("/path/to/repo", path);

}

AC-6.2: GitService.CommitAndPushAsync()

Acceptance Criteria:

✅ AC-6.2.1: Stages all changes in working directory

✅ AC-6.2.2: Creates commit with specified message

✅ AC-6.2.3: Pushes commit to remote repository

✅ AC-6.2.4: Returns commit SHA



✅ AC-6.2.5: Logs commit and push at Information level

✅ AC-6.2.6: Completes in <10 seconds

Test Cases:

[Fact]

public async Task CommitAndPushAsync_CommitsAndPushes()

{

    var service = new GitService(mockGitClient.Object, config, logger);

    mockGitClient.Setup(x => x.CommitAsync(It.IsAny<string>(), 

It.IsAny<string>(), It.IsAny<CancellationToken>()))

        .ReturnsAsync("abc123");

    mockGitClient.Setup(x => x.PushAsync(It.IsAny<string>(), 

It.IsAny<CancellationToken>()))

        .Returns(Task.CompletedTask);

    

    var sha = await service.CommitAndPushAsync("/path/to/repo", "Add test 

artifacts");

    

    Assert.Equal("abc123", sha);

}

Class-Level Acceptance Criteria

AC-6.3: GitService Class

Acceptance Criteria:

✅ AC-6.3.1: Implements IGitService  interface

✅ AC-6.3.2: Supports dependency injection via constructor

✅ AC-6.3.3: Handles authentication (PAT, SSH key)

✅ AC-6.3.4: Handles merge conflicts (throws MergeConflictException )

✅ AC-6.3.5: Handles network failures with retry

✅ AC-6.3.6: Logs all Git operations

✅ AC-6.3.7: Thread-safe for concurrent operations

Test Cases:



[Fact]

public void GitService_ImplementsIGitService()

{

    Assert.True(typeof(IGitService).IsAssignableFrom(typeof(GitService)));

}

[Fact]

public async Task GitService_HandlesMergeConflicts()

{

    var service = new GitService(mockGitClient.Object, config, logger);

    mockGitClient.Setup(x => x.PushAsync(It.IsAny<string>(), 

It.IsAny<CancellationToken>()))

        .ThrowsAsync(new LibGit2Sharp.MergeConflictException("Merge 

conflict"));

    

    await Assert.ThrowsAsync<MergeConflictException>(() => 

service.CommitAndPushAsync("/path/to/repo", "message"));

}

Module-Level Acceptance Criteria

AC-6.4: Git Service Module

Acceptance Criteria:

✅ AC-6.4.1: Supports clone, pull, commit, push operations

✅ AC-6.4.2: Supports shallow clone (depth=1) for faster cloning

✅ AC-6.4.3: Handles authentication (PAT, SSH key)

✅ AC-6.4.4: Handles merge conflicts gracefully

✅ AC-6.4.5: Handles network failures with retry

✅ AC-6.4.6: Logs all Git operations

✅ AC-6.4.7: Average operation time < 10 seconds

✅ AC-6.4.8: Module achieves 95%+ code coverage

✅ AC-6.4.9: Module passes all integration tests (10 tests)

✅ AC-6.4.10: Module supports cross-platform deployment (Windows, Linux)

Test Cases:



[Fact]

public async Task GitServiceModule_SupportsAllOperations()

{

    var service = new GitService(mockGitClient.Object, config, logger);

    

    // Clone

    mockGitClient.Setup(x => x.CloneAsync(It.IsAny<string>(), 

It.IsAny<string>(), It.IsAny<CloneOptions>(), It.IsAny<CancellationToken>

()))

        .ReturnsAsync("/path/to/repo");

    var clonePath = await 

service.CloneRepositoryAsync("https://dev.azure.com/org/project/_git/repo");

    Assert.NotNull(clonePath);

    

    // Pull

    mockGitClient.Setup(x => x.PullAsync(It.IsAny<string>(), 

It.IsAny<CancellationToken>()))

        .Returns(Task.CompletedTask);

    await service.PullAsync(clonePath);

    

    // Commit

    mockGitClient.Setup(x => x.CommitAsync(It.IsAny<string>(), 

It.IsAny<string>(), It.IsAny<CancellationToken>()))

        .ReturnsAsync("abc123");

    var sha = await service.CommitAsync(clonePath, "message");

    Assert.NotNull(sha);

    

    // Push

    mockGitClient.Setup(x => x.PushAsync(It.IsAny<string>(), 

It.IsAny<CancellationToken>()))

        .Returns(Task.CompletedTask);

    await service.PushAsync(clonePath);

}

System-Level Acceptance Criteria

AC-14.1: Phase 3 Integration System

Acceptance Criteria:

✅ AC-14.1.1: Retrieves requirements from Azure Boards via WIQL queries



✅ AC-14.1.2: Publishes test cases to Azure Test Plans with proper linking

✅ AC-14.1.3: Reports test results with attachments (logs, screenshots, videos)

✅ AC-14.1.4: Stores artifacts in Azure Repos with proper commit messages

✅ AC-14.1.5: Supports distributed multi-agent deployments (no shared state)

✅ AC-14.1.6: Handles network outages gracefully (offline queue, automatic
retry)

✅ AC-14.1.7: Prevents race conditions and conflicts (99.9% effective)

✅ AC-14.1.8: Meets enterprise security requirements (SOC 2, ISO 27001, GDPR)

✅ AC-14.1.9: Provides comprehensive observability (OpenTelemetry traces,
metrics, logs)

✅ AC-14.1.10: Supports Phase 2 to Phase 3 migration (automated backfill)

✅ AC-14.1.11: 95%+ test coverage (220 unit tests, 88 integration tests, 10 system
tests)

✅ AC-14.1.12: <500ms average API response time

✅ AC-14.1.13: <0.1% rate limit errors

✅ AC-14.1.14: 99.9% duplicate prevention effectiveness

✅ AC-14.1.15: 99.9% uptime (excluding planned maintenance)

Test Cases:



[Fact]

public async Task Phase3System_RetrievesRequirementsFromAzureBoards()

{

    var system = new Phase3IntegrationSystem(services);

    

    var requirements = await system.GetRequirementsAsync();

    

    Assert.NotEmpty(requirements);

    Assert.All(requirements, r => Assert.Equal("User Story", 

r.WorkItemType));

}

[Fact]

public async Task Phase3System_PublishesTestCasesToAzureTestPlans()

{

    var system = new Phase3IntegrationSystem(services);

    var requirement = new WorkItem { Id = 123, Title = "User can login" };

    

    var testCases = await 

system.GenerateAndPublishTestCasesAsync(requirement);

    

    Assert.NotEmpty(testCases);

    Assert.All(testCases, tc => Assert.Equal("Test Case", tc.WorkItemType));

    Assert.All(testCases, tc => Assert.Contains(tc.Links, l => l.TargetId == 

123 && l.LinkType == "Microsoft.VSTS.Common.TestedBy-Reverse"));

}

[Fact]

public async Task Phase3System_ReportsTestResultsWithAttachments()

{

    var system = new Phase3IntegrationSystem(services);

    var testCase = new WorkItem { Id = 456 };

    var result = new TestResult

    {

        TestCaseId = 456,

        Outcome = TestOutcome.Failed,

        ErrorMessage = "Login failed",

        Attachments = new List<string> { "/path/to/screenshot.png", 

"/path/to/test.log" }

    };

    

    var reported = await system.ReportTestResultAsync(result);

    

    Assert.Equal(TestOutcome.Failed, reported.Outcome);

    Assert.Equal(2, reported.Attachments.Count);



}

[Fact]

public async Task Phase3System_StoresArtifactsInAzureRepos()

{

    var system = new Phase3IntegrationSystem(services);

    var artifacts = new List<string> { "/path/to/artifact1.txt", 

"/path/to/artifact2.bin" };

    

    var commitSha = await system.StoreArtifactsAsync(artifacts, "Add test 

artifacts for requirement 123");

    

    Assert.NotNull(commitSha);

    Assert.Matches(@"^[0-9a-f]{40}$", commitSha);

}

[Fact]

public async Task Phase3System_HandlesNetworkOutagesGracefully()

{

    var system = new Phase3IntegrationSystem(services);

    

    // Simulate network outage

    mockHttpClient.Setup(x => x.PostAsync(It.IsAny<string>(), 

It.IsAny<HttpContent>(), It.IsAny<CancellationToken>()))

        .ThrowsAsync(new HttpRequestException("Network error"));

    

    var result = new TestResult { TestCaseId = 456, Outcome = 

TestOutcome.Passed };

    

    // Should queue result for later retry

    await system.ReportTestResultAsync(result);

    

    // Verify result was queued

    var queuedResults = await system.GetQueuedResultsAsync();

    Assert.Contains(queuedResults, r => r.TestCaseId == 456);

}

[Fact]

public async Task Phase3System_PreventsRaceConditions()

{

    var system1 = new Phase3IntegrationSystem(services1);

    var system2 = new Phase3IntegrationSystem(services2);

    var system3 = new Phase3IntegrationSystem(services3);

    

    // Simulate 3 agents trying to process same requirement

    var tasks = new[]



    {

        system1.ProcessRequirementAsync(123),

        system2.ProcessRequirementAsync(123),

        system3.ProcessRequirementAsync(123)

    };

    

    var results = await Task.WhenAll(tasks);

    

    // Only one agent should successfully process

    Assert.Equal(1, results.Count(r => r.Success));

    Assert.Equal(2, results.Count(r => !r.Success && r.Reason == "Already 

claimed by another agent"));

}

Built-in Self-Testing Framework

Overview

The built-in self-testing framework continuously validates the system against all
acceptance criteria at function, class, module, and system levels.



Self-Testing Architecture

public interface ISelfTestingFramework

{

    Task<SelfTestReport> RunAllTestsAsync(CancellationToken 

cancellationToken = default);

    Task<SelfTestReport> RunFunctionLevelTestsAsync(CancellationToken 

cancellationToken = default);

    Task<SelfTestReport> RunClassLevelTestsAsync(CancellationToken 

cancellationToken = default);

    Task<SelfTestReport> RunModuleLevelTestsAsync(CancellationToken 

cancellationToken = default);

    Task<SelfTestReport> RunSystemLevelTestsAsync(CancellationToken 

cancellationToken = default);

}

public class SelfTestReport

{

    public DateTime Timestamp { get; set; }

    public TimeSpan Duration { get; set; }

    public int TotalTests { get; set; }

    public int PassedTests { get; set; }

    public int FailedTests { get; set; }

    public int SkippedTests { get; set; }

    public List<TestResult> Results { get; set; }

    public double CodeCoverage { get; set; }

    

    public bool AllTestsPassed => FailedTests == 0;

}

public class TestResult

{

    public string TestName { get; set; }

    public string AcceptanceCriteria { get; set; }

    public TestStatus Status { get; set; }

    public TimeSpan Duration { get; set; }

    public string ErrorMessage { get; set; }

    public string StackTrace { get; set; }

}

public enum TestStatus

{

    Passed,

    Failed,



    Skipped

}

Self-Testing Execution

The self-testing framework runs automatically:

On Startup: Validates system health before accepting work

On Schedule: Runs daily at configured time (default 2:00 AM)

On Demand: Triggered via API endpoint or CLI command



public class SelfTestingBackgroundService : BackgroundService

{

    private readonly ISelfTestingFramework _framework;

    private readonly SelfTestingConfiguration _config;

    private readonly ILogger<SelfTestingBackgroundService> _logger;

    

    protected override async Task ExecuteAsync(CancellationToken 

stoppingToken)

    {

        // Run on startup

        await RunSelfTestsAsync(stoppingToken);

        

        // Run on schedule

        while (!stoppingToken.IsCancellationRequested)

        {

            var now = DateTime.UtcNow;

            var nextRun = 

now.Date.AddDays(1).AddHours(_config.ScheduledHour);

            var delay = nextRun - now;

            

            await Task.Delay(delay, stoppingToken);

            await RunSelfTestsAsync(stoppingToken);

        }

    }

    

    private async Task RunSelfTestsAsync(CancellationToken 

cancellationToken)

    {

        _logger.LogInformation("Starting self-testing framework");

        

        var report = await _framework.RunAllTestsAsync(cancellationToken);

        

        _logger.LogInformation("Self-testing complete: {Passed}/{Total} 

tests passed ({Coverage}% coverage)",

            report.PassedTests, report.TotalTests, report.CodeCoverage);

        

        if (!report.AllTestsPassed)

        {

            _logger.LogError("Self-testing failed: {Failed} tests failed", 

report.FailedTests);

            

            // Send alert

            await SendAlertAsync(report, cancellationToken);

        }



    }

}

Self-Testing Configuration

{

  "SelfTesting": {

    "Enabled": true,

    "RunOnStartup": true,

    "ScheduledHour": 2,

    "AlertOnFailure": true,

    "AlertRecipients": ["devops@company.com"],

    "MinimumCodeCoverage": 95.0

  }

}

Accessibility Compliance

WCAG 2.2 AA Compliance

All user-facing interfaces (web dashboards, management portals) must meet WCAG
2.2 AA accessibility standards.

Acceptance Criteria:

✅ AC-15.1: All interactive elements have keyboard accessibility

✅ AC-15.2: All images have alt text

✅ AC-15.3: Color contrast ratio ≥ 4.5:1 for normal text

✅ AC-15.4: Color contrast ratio ≥ 3:1 for large text

✅ AC-15.5: All forms have proper labels

✅ AC-15.6: All pages have proper heading structure (H1-H6)

✅ AC-15.7: All links have descriptive text

✅ AC-15.8: All videos have captions

✅ AC-15.9: All audio has transcripts



✅ AC-15.10: All dynamic content has ARIA labels

Validation:

Automated testing with axe-core

Manual testing with screen readers (NVDA, JAWS)

Quarterly accessibility audits

Accessibility Reporting Page

All systems must include a publicly accessible page at /accessibility  that:

Documents WCAG 2.2 AA compliance status

Lists any known accessibility issues

Provides contact form for reporting accessibility concerns

Includes statement: “We are committed to ensuring digital accessibility for
people with disabilities. If you encounter any accessibility barriers, please
contact us.”

Summary

This document defines comprehensive acceptance criteria for all 13 Phase 3
modules at four levels of granularity:

1. Function-Level: 45 functions with 135 acceptance criteria

2. Class-Level: 25 classes with 75 acceptance criteria

3. Module-Level: 13 modules with 130 acceptance criteria

4. System-Level: 1 integrated system with 15 acceptance criteria

Total: 355 acceptance criteria validated by 318 automated tests (220 unit tests, 88
integration tests, 10 system tests).

The built-in self-testing framework continuously validates the system against all
criteria, ensuring 95%+ code coverage and 99.9% reliability.



All user-facing interfaces meet WCAG 2.2 AA accessibility standards with public
reporting and feedback mechanisms.

Document End


